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• (U) Launch Data . 
Future IMINT launch dates are classified; dates to the nearest year are 
usually whil d tes to the nearest inonth and ears are iCall 
SI!TK. 

o (TS/ffKlIltEL) Collection Information 

(b)( 1 ) 
(b)(3) 

The great maiority of classified Information in this category is classified 

• (U) Mission Ground Stations 
The fact that IMINT oper~tes satellite InlSSlOn ground stations is 
unclassified,. Information that reveals general locations of those facilities 
is SECRET. If the specific location of the ground station is revealed that 
data is treated as SIITK. (b)( 1 ) 

(b)(3) 

• (TSIITKhREL) .ImagervlProduct 
"Standard" IMINT products are classified SECRET. Those same products 
when associated with technical su oft data rna be classified at a hi er 
level. ,-----_~~~..______~,..,.........____.____-~~(b)( 1 ) 

~_-.------:--~-:--.-_----.-.,"" are generally SI ITK or TSI ITK beclillSe ey (b) (3) 
reveal a technical capability deserving protection. 

• (~;ff'KI;'iU;L) Product Dissemination 

'RFC IMS-0024 19 
TOP S!eR~T"fT1(L!NT t(!"ft10Ll!ti~SEN,NOFORNff25X I 

Approved for Release: 2018/12/21 C05102145 

(b)( 1 ) 
(b)(3) 
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• (U) Exploitation· 
The "standard" IMINT product is SECRET (due to the need to make the 
product available to. the "warfighter"). Generally speakin the 

(b)( 1 ) 
(b)(3) 

ex loitation of the roduct is done at the SECRET leveL (b)(3) 

• (U) Communication QMINT Related) 
The coinmuriTcatlons Infrastructure supporting !MIN (b)( 1 ) 

(b)(3) 

Relay Satellites are necessM)' for near real-time IMINT operations - the 
fact that we need and use them is urtclassified. The identification of a 
specific relay used by an IMINT system is protected in the TK 
compartment. 

• (U) Up Link 
IMINT command frequencies· ~d characteristics are protected in the 
TALENT KEYHOLE com artment 

• (U) DownLink 

(b)( 1 ) 
(b)(3) 

IMINT telemetry frequenc~i~es'?1'/c""!h~ara~c~te40ri~sti!-!" c""s,--"ar!-!,'e~UL!,l~""'--"~LI."'--~""""'.l1.I._ 
KEYHOLE com artment (b)( 1 ) 

(b)(3) 

o (~//TK/IR£L) Cross Link 

RFC IMS-0024 

Cross-links are commUnications paths between IMINT mission satellites 
and relay satellites. The fact that we have and need them is up:classified. 
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• U Terrestrial Communications 

• (U) Cryptographic Equipment (Use on the Program) 

(b)( 1 ) 
(b)(3) 

Classification vanes rrom lJNCLASSIFIED (the fact that the NRO uses 
crypto equipment) to TALENT KEYHOLE (information/details related to 
techniques, design or implementation of such equipment). Gerleraliy 

(b)( 1 ) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

o (U) FIA Activities 
FIA is a future IMINT system and as such is generally protected in TK 
channels. However, since the user community, developed the FIA 
requirements as active participants dUring pte-acquisition activities, some 
FIA details normally ptotected at TK may be treated as SECRET or even 
unclassified. 

o (U) EISActivities 
The IMINT Program Office, as a rule, protects future activities and 
capabilities in the TALENT KEYHOLE compartment. The majority of 
the Infortnation Elements in this section are classified SECRET or top 
SECRET TALENT KEYHOLE because EIS is a future system/capability. 
Much of the information will not be protected in the TK compartment 

I land will be classified generally at the SECRET level, in (b)(3) 
order to make operational data available to a wider audience. 

o . (b)(1) 
(b)(3) 
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• 

1.6 (U) Classification Criteria 

(U) In some instances IMINT information may be Unclassified or UNCLASSIFIEDIFOR 
OFFICIAL USE ONLY. Classified information about !MINT and its systems may be 
exclusively TALENT KEYHOLE (T~), or SECRET COLLATERAL. As a general rule, 
products" product characteristics and information revealing, or- contributing to an 
understaIlding of, general program capabilities fot collection tasking purposes should be 
classified SECRET. Future capabilities infortnation is most often controlled within the 
TALENT KEYHOLE (Ti<.) Control System. 

1.6.1 (tJ) BYEMAN (BYE) 
(U) BYEMAN was an SCI compartment used to protect information revealing 
sensitive sources and methods used in the research, development and operation of 
space-based reconnaissance systems; program/project budget and funding details; 
command arid control capabilities and operations; key design, development and 
technological details; and survivability and vulnerability of systems. BYEMAN 
officially retired 20 May 2005, all data that was 1i1arked BYEMAN has been 
recompartmented into the TALENT KEYHOLE control system. 

1.6.2 (tJ) TALENT KEYHOLE (TK) 
(U) Infonhation controlled in the TALENT KEYHOLE Control SyStem includes 
budget and funding details, specific capabilities and related collection ta,rgeting 
and tasking, data, and certain products of overhead collection. 

RFC IMS-0024 22 
TO .. SI!Cftol!T1IT1<LI!NT KI!VHOL!1fftSI!N, NOPOftNfl2SX 1 

Approved for Release: 2018/12/21 C05102145 

(b)( 1 ) 
(b)(3) 



Approved for Release: 2018/12/21 C05102145 
TOil Sl!eftl!'f1ITALI!NT KI!VHOLl!ffftSEN,NOFORNt'f25X1 

1.6.3 (U) A Note About FOUO 
(U) FOUO - For Official Use Only - is an administrative marking that is used to 
limit dissemination of certain categories of unclassified infoimation. It is not a 
classification category, and does not afford any protection of classified 
information. Its use should never be used, as a substitute for classification and the 
marking can never be attached to information that is not otherwise 
UNCLASSIFIED. 

• (U) The NRO guidance for the use of FOUO is contained in (NRO) Policy 
Directive 50-12. 

1.7 (D) Changes to this Guide 

(U) The iMlNt Program Classification Guide is under IMINT Configuration Control 
(IMCCB). Changes to the doclittlent may only be made via the RFC process, and submitted 
through the normal CCB process. ~ 
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(U) Section II 

2.0 (U) Reference Documents 

(U) The following documents are applicable to the IMINT security program as stated herein. 

2.1 (U) Executive Orders} 

2.1.1 (U) Executive Order 12356 
(U) (April 1982 - Effective August 1982) National Security Infonilation. 
Prescribes a uniform system for classifYing, declassifYing and safeguarding 
national security information. . 
(Revokes EO 12065 - June 1978) 

2.1.2 (U) Executive Order 12951 
(U) (February 1995) Release ofImagery Acquired by Space-based National· 
Intelligence Reconnaissance Systems. 
Declassifies all imagery from CORONA, ARGON, and LANYARD. 
Is used as the authority for imagery marJ4ng and declassification 

2.1.3 (U) Executive Order 11958, as amended 
(U) (MliI'cb 25,2003) Classified National Security Information. 
Prescribes a Uniform system for classifying, safeguarding, and declassifYing 
national security information. EO 12958, as amended, provides the guidance used 
to produce this document. 

2.2 (U) Director of Central Intelligence Directives (DeIDs)} 

2.2.1 (U) DeID 6/6 
(D) (April 1995) Security Controls on the Dissemination of Intelligence 
Information. 
Provides a policy statement that reflects a risk management approach to the 
dissemination of intelligence. Eliminates NOCONTRACT and WNINTEL. . 

2.3 (U) DoD Documents 

1. (U) DoD Guide to Marking Classified Documents, DoD S200.I-PH 

2.4 (U) NRO Related Documents 

1. (U) NRO Classification Guide, Version 6.0 

1 Note: Although, there are numerous Executive Orders and DCIDs, only the ones applicable to this document have 
been sighted above. 
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2.5 (U) Classification Sources: 

1. CU) National Geospatial-IntelligenceAgency Imagery Policy Series 

2. CU) Signals Intelligence Security Regulations CSISR) 

4. (U) Security Implementation Plan for BYEMAN Compartmentation Restructure, 
November 18, 1993 

5. CU) Implementation Plan for Further Decompartmentation and Declassification of 
the National RecoI)na,issance Office, April 24, 1995 

6. CU) Executive Order 12951, Release oflmagery Acquired by Space,.Based Nationa,l 
Reconnaissance Systems, February 22, 1995 

7. CU) Declassification of the terms "TALENT KEYHOLE" and the satellite mission 
designator "KH" and their general relationship to intelligence, February 23, 1995 

8. CU) Presidential Decision DirectiveINSC-49 & NSTC ... 8: National Space Policy 
September 14, 1996 

2.6 (U) Program Document(s) 

1.1 
~------------------------------------------------------~ 
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(U) Section VIII Appendixes 

8.0 (U) A«!ronyms 

(~,LrrKl/RBq Classifying acronyms can sometimes be a tough call; therefore, we have removed the 
portion markings from the acronym list. Acronyms are classified when the "context" in which they 

. . as ociation term source andlor method 

If you have questions on whether or not to 
~~==~=====--=-=-CC==~=-'-'====::-;l"re::-::C:curity Officer (PSO). 

5D 
AJD 
AFP 
AFSCN 
AFT 
AFWA 
AMP' 
API 

I ' 

ASPA,M 
AWBC 
BUCS 

BYE 
C 
CAAS 

CCF 
CCS 

CIA 
CWOD~E 

CIO 

CMG 
COMlREX 

COMM 

(U) Demand Driven Dissemination of Digital Data 
(U) Analog to Digital 
(U) Air Force Program 
(U) Air Force Satellite Control Network 
(U) Array Flight Test 
(U) Air Force Weather Agency 
(U) All-Mode Processor 
(U) Activity Planning Item 

(U) Atmospheric Slant Path Analysis Model 
(U) Alternate Wideband Communications (System) 
(U) , Bl:!.C:kuP Control ~ysteQl 

(U) BYEMAN (officially retired as an SCI control system) 
(U) CONFIDENTIAL 
(U) Contracted Assistance and Advisory SerVice 
a D Collection Activitv SchedulelProcessinl! Control Data 

(U) 
(U) 

(U) 
(U) 
(U) 

(U) 
(U) 

COrrimunications Control Facility 
Command and Control System 

Central Intelligence Agency 
Central Intelligence Agency/Office of Development & Engineering 
Central Imagery Office - now known as CITO (Central Imagery Tasking Office), a 
component ofNGA 
Control Moment Gyro 
Corrimittee on Imagery Requirements and Exploitation - no longer exists, 
function(s) performed by NGA 
Communications 

(b)( 1 ) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

(b)(3) 

COTS 
CPAT 
CPCI 

RFC IMS-0024 

(U) 
(U) 
(U) 

Commercial-Off-tbe-Shelf 
Collection Planning and Targeting 
Computer Program Configuration Item 

TOfl SI!CIt!'f1fTALI!Nf K:EYHOLE}}ItSEN,NOFORN}}2~1 
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CSCI 

DIA 

DCI 
DCID 
DDP 
DDS 
DEM 
DMSP 
DNRO 
DoD 
DPE 
DPIF 
DSCS 
DSM 
ECS 
EELV 
EIS 
EO 
EO 
ESD 

·ESD 
ESR 

FlA 
FOC 
FOUO 
GCP 
GEO 
GGIS 
GPE 
GPS 
GPU 
GRA 
GRD 
GRT 
GS]) 
GSR 
HANU 
REO 
HQ USAF 1 

I&W 

liS 

RFC IMS-0024 
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(U) 
(lJ) 

(U) 

(U) 
(U) 
(U) 
(u) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(li) 
(U) 
(U) 

(U) 
(U) 
(U) 
(U). 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(tJ) 
(U) 
(U) 
(U) 
(U) 
(U) 

: 

Computer Software Configuration Item 
Covariance SUODort Data 

Digital to Analog 

Director of Central Intelligence 
Director of Central Intelligence Directive 
Defense Dissemination Program 
Defense Dissemination System 
Digital Elevation Model 
Defense Meteorological Satellite Program 
Director of the National Reconnaissance Office 
Department of Defense 
Data Provider Element 
Data Processing/Facility 
Defense Satellite Communications System 
Data System Modernization 
Enhanced Collection System. 
Evolved Expenciable La,unch Vehicle 
Enhlilllced Imaging System. 
Electro Optical 
Executive Order. 
Exploitation Support Data 
Ephemeris Support Data 
Engineering Study Request 

Future Imagery Architecture 
FinallFull Operating Capability 
For Official Use Only 
Ground Collection Planning (and Targeting) 
Geostationary/Geosynchronous Ea,rth Orbit 
Global Geospa,tial Infonriation Services 
Ground Performance Evaluation 
Global Positioning Systerp/Satellite 
Ground Privacy Unit 
Gyro Reference Assembly 
Ground Resolved Distance 
GroUnd Real-Time (Support) 
Ground Sample Distance 
Glint Smear Reduction 
High Accuracy Navigation User (GPS) 
Highly Elliptical Orbit 
U.s. Air Force Wea,ther Agency 

. Indications and Waming 

ImaglIlg Satellite 

! 
TOfi Sl!e~I!1i'fTALENT I(EYIIOLEWRSEN,NOFORNN~5)(1 
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(b)( 1 ) 
(b)(3) 

.(b)(1) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

(b)(3) 

~ 
~ 



ICA 

I 

mp 

IMINT 
IMPS 
IOC 
IPCD 

JWICS 
KH 

LDT 
LEO 
LIR 

LV 
MASINT 
MC&G 
MCC 
MCS 
MGS 
MIND 
MLE 
MMD 
MSD 
MOA 
MSK 

NASA 
NGA 
NGAIIA 
NIIRS 
NIS 
NOFORN 
NPIC 
NRO 
NROL 
NRP 
NSA 
OCA 
OP-4 
ODPE 

RFC IMS-0024 
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Image Chain Analysis 
Imaoerv Derive Product 

Imagery Int«lligen~e 
Imagery Partial Segment 
Initial Operating Capability 
lmal!e Process Control Data 

Joint Wotldwide)lntelligencelIntegrated COiilmunications System 
KEYHOLE 

Large DIameter Target 
Low Earth Orbit 

. Laser Image ReconstructorlRecorder 

Launch Vehicle 
Measurement and Signature Intelligence 
Mapping, Charting & Geodesy 
Mission Control Center/Complex 
Mission Control Station 
Mission Ground Station 
Mission Integration and Development 
Mean Life Es~tes 
Mean Missioll Duration 
MensUration Support Data 
M«morandum of Agreement 
Medium Shift Keying 

National Aeronautics and Space Administration 
National Geospatial-Intelligence Agency 
NGA Imagery Analysis Office (fonnerly NPIC) 
Nationalln)agery Interpretability Rating Scale 
New ~ging System 
Not Releasable to Foreign Nationals 
National Photographic Interpretation Center 
National Reconnaissance Office 
National Reconnaissance Office Launch 
National Reconnaissance Program 
National Security Agency 
Original Classification Authority , 
Operating Division 4 
Optical Data Provider Element 
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OS 
OSL 
OSO 
PIL 
PO 
PDC 

STS 
SYERS 
SV 
TAS 
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Optical Sub-system 
Office of Space Launch 
Operational Support Office 
Payload 
Payload Zero 
Processinl! and Distribution Center 

Shuttle Transportation System 
Senior-Year Electro-Optical Reconnaissance System (See IPCGIETP) 
Satellite Vehicle 
Transmission Activity Schedule 
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TK 
TOT 
TPAS 
TPED 
TS 
TWT 
TWTA 
U 

. USIGS 
VAFB 
WBCS 
WBID 
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Transducer bata Processinl! Subsvstem 

TALENT KEYHOLE 
Time Over Target 
Target Planning and Scheduling 
Tasking, Processing, Exploitation & Dissemination 
TOP SECRET 
Traveling Wave Tube 
Traveling Wave Tube Assembly 
UNCLASSIFIED 
United States Imagery and Geospatial Information System 
Vandenberg Air Force Base 
Wideband Communications System ' 
Widebarid Image WBID - Wideband Image Data 
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8.1 (U) Definitions 

8.1.1 (U) Security Terms 

Access to Classified 
Information 

Accreditation 

Agency 

. Automated Information 
Systems 

Autom3tic Declassification 

BYE Security Control 
System 

Classification Guide 

C1a.ssified National Security 
Information 

IU'c IMs:'()024 

(Table is UNCLASSiFIEiJ/~ 

. The ability and opportunity for an individual to obtain knowledge of 
infonnation that has been determined pursuant to EO 14291, or any 
successor order, EO 12951, or any successor order, or the Atomic 
Energy Act of 1954, to require protection against unauthorized 
disclosure (EO 12968, Sec. 1.I(d)) 

The formal approval pf a specific pl~ce, referred to as a Sensitive 
Comparttnented Information Facility (SCIF), that meets prescribed 
physical, teclmical, and personnel security standards. (DCID 6/1, 
Glossary) 
Also, official management authorization to operate an Automated 
InforIilation System (AIS) Under various conditioils. (DCID . 6/3, 
Annex C) 

Any "Executive agency," as defmed in 5 U.S.C. 105, the "military 
depa.rttI1~nts," as defmed in 5 U.S.C 102, and any other entity within 
the executive branch that comes into the possession of classified 
information, including DIA, NSA, and the NRO. (EO 12968, Sec. 1.1 
(a)) 

An assembly of computer hardware, software, or firmware configured 
to collect, create, communicate, compui~,dissenlln:ate, process, store, 
or control clata or information. (EO 12958, as amended, Sec. 4. 1 (f)) 

The declassification of information based solely on (1) the occurrence 
of a specific date or event as determined by the original classification 
authority or (2) the expiration ofa maximum time frame for duration of 
classification established tiilder EO 13292. (EO 12958, as amended, 
Sec. 3.3(a)) 

A former DCI Security Control System that protects k~y, specific and 
fragile details of reconnaissance satellite design and operation. 
Officially retired - May 20, 2005 

A documentary form of classification gliidance issued by an original 
classification authority that identifies the elements of information 
regarding a specific subject that must be classified and establishes the 
level and duration of classification for each such element. (EO 12958, 
as amended, Sec. 6.1(g) 

Information that has been determined pursuant to EO 12958, as 
amended or arty pred~cessor order to require protection against 
unauthorized disclosure and is marked to indicate its classified status 
when in documentary fonn. (EO 12958, as amended, Sec. 6.1(h)) 
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Codeword 

Collateral Information 

Compartment 

Compromise 

CONFIDENTIAL 

Damage to the National 
Security 

Declassification 

Declassification Authority 

Declassification Guide 

Derivative Classification 
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Any of a series of designated words or tenns used with a security 
classification to indicate that the material classified was derived 
througb a sensitive source or method. Constitutes a panicular type of 
SCI, and is therefore accorded limited distribution. (DoD S-5105.21-
M-l) 

'Information identified as National Security Information under the 
provisions of EO 12958, as amended but which is not subject to 
enhanced secUrity protection required for Special Access Ptogram 
Information (DoP 5Z00.1-R) 

A system which s~rict(y controls ,the dissemination, handling and 
storage of a specific class of classified information, limiting access to 
indivIduals with a specific need to know, in order to protect sources 
and methods. (NSAlCSS Classification Manual 123-2, Chapter 1) 

Unauthorized discloSute of classified information (DoD 5200.1,.R) 

Applied to information, the unauthorized disclosure of which 
reasonably could beexpecteci to cause damage to the national security 
that the original classJfication authority is able to identify or describe. 
(EO 12958, as amended, Sec. 1.2 (a» 

Harm to the national defense or foreign relations of the US from the 
unauthorized disclosure of information, to include the sensitivity, 
value, and utility of that information. (EO 12958, as amended, Sec. 6.1 
(j» 

The authorizeci change in the status of information, from classified 
information to unclassified information. (EO 12958, as amended, Sec. 
6.1 (k» 

The. official who authorized the original classification, if that official is 
still serving in the ~ame position; The originator's current Sllccessor in 
function; A supervisory ofticial of either, or Officials delegated 
declassification allthority in writing by the agency head or the senior 
agency official. (EO 12958, as amended, Sec. 6.1 0» , 
Written instructions issued by a declassification authority that 
describes the elements of information regarding a specific subject that 
may be declassified and the elements that must remain classified. (EO 
12958, as amended, Sec. 6.1(m» 

The incorporating, paraphrasing, restating, or generating in new form 
information that is already classified, and marking the newly developed 
material consistent with the classification markings that apply to the 
source information. It includes the classification of information based 
on classification guidance. (EO 12958, as amended, Sec 6.1(n» 
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Decompartmentation 

Downgrading 

Intelligence Community 

Intelligence Sources and 
Methods 

Mandatory Declassification 
Review 

National Security 

ORCON 

Original Classification 

Original Classification 
Authority 

Safeguarding 
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The removal of inforrtlation from Ii compartmentation system without 
altering the information to conceal sources, methods, or 'analytical 
procedures. (SISR, Vol. I, Section 1) 

A determination by a declassification authority that infotmation 
classified and safeguarded at a specified level shall be classified and 
safeguarded at a lower level. (EO 12958, as amended, Sec, 6.1 (P» 

Refers to the following agencies or organizations: CIA; NSA; DIA; the 
offices within the DoD for the collection of specialized national foreign 
intelligence through reconnaissance programs (including NRO); 
Buteau of Intelligence and Research, Department of State; the 
intelligence elements of the Army, Navy, Air Force, Marine Corps, 
FBI, Treasury, and Energy; and the staff elements of the DCL (EO 
12222, 3.3(f) 

The classified sources and methods the DCI protects under Section 102 
of the National Security Act of 1947 and EO 12333. (DoD S-5105.21-
M-l) . 

The review for declassification of classified information in· response to 
a request for declassification that meets the requirements under Section 
3.6 of EO 13292. (EO 12958, as amended, Sec. 6.1 (w» 

The national defense .or foreign relations of the US. (EO 12958, as 
amended, Sec. 1.1(a» 

"Dissemin~tion and Extraction of Information Controlled by 
Originator." This marking may be used only on classified intelligence 
that clearly identifies or would reasonably perrtlit ready identification 
of intelligence sources or methods that are particularly susceptible to 
countermeasures that would nullify or measurably reduce their 
effectiveness. (DCID 6/6, Section 10.1) 

The initialdetemiination that information requires, in the interest of 
national security, protection agajnst unauthorized disclosure.' (EO 

. 12958, as amended, Sec. 6.1 (b» 

An individual authorized in writing, either by the president or by , 
agency heads ot other'offici~ls designated by the President, to classify 
information in the first instance that, in the interest of national security, 
requires protection against unauthorized disclosure. (EO 12958, as 
amended, Sec. 6.1 (c» 

Measures and controls that are prescribed to protect classified 
information. (EO 12958, as amended, Sec. 4. I (a» 
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SCI Control System 

SECRET 

Special Access Programs 

1'K 

TOP SECRET 

Unauthorized Disclosure 
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The system of procedural protective mechanisms used to regulate or 
guide each program established by the Director of Central Intelligence 
as Sensitive Compartmented Information (SCI). A Control System 
provides the ability to exercise restraint, direction, or influence over or 
provide that degree of access control or physical protection necessary 
to regulate, handle, or manage information or items within an approved 
program. (DeID 6/1) . 

Applied to information, the unauthorized disclosure of Which 
reasonably could be expected to cause serious damage to the national 
security that the original classification authority is able to identify or 
describe. (EO 12958, as amended, Sec. 1.2 (a)) 

A program established for a specific class of classified information that. 
imposes safeguarding, and access requirements that exceed those 
normally requIred for information at the same classification level. (EO 
12958, as amended, Sec. 6.1 (k)) . 

TALENT KEYHOLE. A DCI special access control system for 
compartmentation··of in,fo1JIllltion related to, or derived from, satellite 
reconnaissance systems, and products. (SISR, Vol II, Section II) . 

Applied to information, the unauthorized disclosure of which 
reasonably could be expected to cause exceptionally grave damage to 
the national security that the original classification authority is able to 
identify or describe. (EO 12958, as amended, Sec. 1.2 (a)) 

A COininuoication or physical traIlsfer of classified information to an 
unauthorized recipient. (EO 12958, as amended, Sec. 6.1 (n)) 
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